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F 0583 Keep residents' personal and medical records private and confidential.

Level of Harm - Minimal harm **NOTE- TERMS IN BRACKETS HAVE BEEN EDITED TO PROTECT CONFIDENTIALITY** 37358
or potential for actual harm
Based on observation, interview, and record review, the facility failed to ensure each resident's personal
Residents Affected - Few privacy was protected when a staff member (Certified Nurse Aide (CNA) A) posted a video to social media
for public view that included one resident (Resident #1), of four sampled residents, without the resident or
resident's responsible party's permission. The facility census was 45.

On 08/19/24, the Administrator was notified by facility staff of the Past Non-Compliance that occurred on
08/19/24. The Administrator and Director of Nursing immediately began an investigation that included review
the videos and interviews with residents and staff. The facility began inservice education with all staff on
08/19/24 regarding phone use and protecting resident privacy. The noncompliance was corrected on
08/20/24.

Review of the facility's policy titled Employment Acknowledgement of Guidelines to Personal Social
Networking, dated October 2011, showed the following information:

-Social media must maintain resident, employee, and company confidentiality;

-Posting pictures or any other information capable of identifying residents is prohibited.

1. Review of Resident #1's face sheet showed the following information:

-admitted [DATE];

-Diagnoses included traumatic brain injury (TBI), unspecified dementia with behaviors, and anxiety disorder.

Review of the resident's quarterly Minimum Data Sheet (MDS - a federally mandated assessment tool filled
out by facility staff), dated 06/25/24, showed the following information:

-Severe cognitive impairment;

-Able to communicate to make needs known, but difficult to understand;
-Dependent on staff for all personal cares and mobility.

Review of the resident's care plan, created on 08/31/24, showed the following:
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F 0583 -Use proper name and clearly identify self to the resident. Staff to make eye contact and use directive
sentences;

Level of Harm - Minimal harm or
potential for actual harm -Totally dependent on staff for all cares, including all mobility, such as turning, transferring, repositioning, and
care tasks, such as bathing, dressing and all hygiene concerns.

Residents Affected - Few
Review of the facility's investigation, dated 08/20/24, showed the following:

-The occurrence (TikTok video made that showed back of resident) took place on 08/19/24, time unknown;
-Resident had a mental status of confused, but alert to self;

-Resident was shown from the back in profile in a social media post that was made by CNA A;

-The video was found to be in violation of the facility;

-Potential dangers showed someone in the public viewing the recording.

Observation on 08/28/24, at approximately 2:30 P.M., showed the following:

-A copy of the original TikTok recording was viewed;

-A resident could be seen in the background;

-What CNA A said could not be clearly understood;

-The resident in the video was identifiable as Resident #1.

During an interview on 08/28/24, at approximately 2:00 P.M., CNA A said the following:

-He/she did film him/herself in a wheelchair, going down the hall in the memory unit;

-He/she recorded this from his/her cell phone;

-He/she denied saying anything in the video regarding the resident.

During an interview on 08/28/24, at approximately 12:00 P.M., CNA D said the following:

-On TikTok, he/she saw a picture in the top corner with who looked to be the resident;

-He/she then saw the name of the account and saw two videos in which CNA A was in a wheelchair, rolling
down the hall in the facility memory care unit;

-As CNA A wheeled down the hall, the resident could be seen from the back of his/her head and profile angle;
-CNA A said something about the resident having dementia and exit-seeking.

(continued on next page)
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F 0583 During an interview on 08/28/24, at approximately 12:10 P.M., Certified Medication Tech (CMT) E said the
following:

Level of Harm - Minimal harm or
potential for actual harm -CNA D came to him/her upset saying they had just seen something on TikTok, posted by CNA A, and the
resident could be seen in the video;

Residents Affected - Few
-CNA D then pulled up the video and CMT E saw CNA A wheeling down the memory care hall, in an
unknown resident's wheelchair;

-CNA A tried to change his/her appearance in a humorous way, but did not alter the resident's identity in any
way;

-CNA A said the resident had dementia and was trying to leave the unit;

-He/she said this is clearly a violation of the residents privacy.

During an interview on 08/28/24, at approximately 11:25 P.M., Housekeeper B said the following:
-He/she did see the TikTok video posted by CNA A;

-He/she was aware of the contents and was able to name the resident as the resident in the background;
-Staff are not supposed to have a phone out while working on the floor;

-Staff are told when hired that no one can have out a phone or record anyone, especially a resident;
-This was not protecting the resident's privacy.

During an interview on 08/28/24, at approximately 11:45 P.M., CNA C, said the following:

-Staff are updated about social media every year. Staff are not to video residents;

-This is a privacy issue and the resident should not have been exposed for others to see him/her like that.
During an interview on 08/28/24, at approximately 12:50 P.M., CNA G said the following:

-He/she did see the video that CNA A posted to TikTok;

-He/she said no one should be able to post someone living in a facility, which is private, onto social media;

-He/she said they knew immediately who the resident was in the video and so will anyone else if they see it
and have been in the building.
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F 0583 During an interview on 08/28/24, at approximately 12:25 P.M., Licensed Practical Nurse (LPN) F said the
following:

Level of Harm - Minimal harm or

potential for actual harm -He/she was shown the video posted by CNA A by another staff member;

Residents Affected - Few -He/she said they did look and those were the only two videos posted by CNA A;

-Anyone who has visited the facility could possibly recognize the resident;

-The resident's privacy was violated and if it were his/her own family member, they would be extremely upset
about it;

-He/she was not sure what CNA A said in the video.

During an interview on 08/28/24, at approximately 1:20 P.M., LPN H said the following:
-He/she was shown the video and was very upset after seeing it;

-He/she felt very bad for the resident;

-He/she was not able to say what was said aloud on the video, but said he/she definitely could tell it was the
resident;

-He/she said that the resident's privacy was not protected that evening;

-He/she said they know they would be very upset if it were her being filmed in their own home.
During an interview on 08/28/24, at approximately 1:40 P.M., Registered Nurse (RN) | said the following:
-He/she did see the video and said they could easily identify the resident;

-He/she did look to see if there were any posted prior and that there were none;

-This is a violation of the resident's right to privacy.

During an interview on 08/28/24, at approximately 2:15 P.M., the DON, said the following:
-Two staff brought the video to the Administrator's attention first;

-He/she and the Administrator then both reviewed the videos;

-The first video showed CNA A rolling down the hall in the memory unit;

-As CNA A goes down the hall, the resident is in the background;

-It is a side view, but they all are aware of who the resident is;
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F 0583 -The second video is just a short blip and doesn't have anything but the CNA's her face for a second;

Level of Harm - Minimal harm or -CNA A distorted his/her face in both videos, but not the resident's face;
potential for actual harm

-CNA A did not protect the resident's privacy;
Residents Affected - Few

-When the DON and Administrator questioned CNA A after calling him/her in to ask him/her about posting
the video CNA A told the DON and Administrator that he/she did not know there was a resident in the
background.

During an interview on 08/28/24, at approximately 2:30 P.M., the Administrator said the following:

-CNA A said This man has dementia; I'm exit seeking, headed for a door;

-This is privacy issue;

-Phones are not supposed to be on the floor, at all, when clocked-in.
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