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F 0583 Keep residents' personal and medical records private and confidential.

Level of Harm - Minimal harm Based on observation, staff interview, and record review, the facility failed to ensure resident privacy and

or potential for actual harm confidentiality by allowing protected health information (PHI) to remain visible on an unattended medication
cart computer screen for 1 of 1 medication cart observed for medication administration (The health care unit

Residents Affected - Few medication cart). The findings included: A continuous observation was conducted on 12/30/2025 from 8:28

AM until 9:04 AM. At 8:28 AM Nurse #1 walked away from a medication cart located on the health care unit.
Although the cart was locked, the computer screen remained visible and displayed the electronic charting
system. The screen visibly listed five resident's names and one resident's medication information, including
insulin pen details. A group of residents were noted to be around the medication cart at the time of the
observation. At 8:34 AM the computer screen saver came on, and the resident information was no longer on
the screen. Nurse #1 returned to the medication cart and continued her medication pass. At 8:54 AM Nurse
#1 walked away from the medication cart a second time while a residents' personal and medical information
remained displayed on the screen. The observation ended at 9:04 AM when Nurse #1 returned to the
medication cart. On 12/30/25 at 10:06 AM an interview was conducted with Nurse #1. During the interview
she stated she would typically shut the entire computer down when she walked away but acknowledged on
this occasion that she did not shut down the computer or use the walk away feature. She stated she was
nervous because of the surveyor observing her medication pass and had just made a mistake. On 12/30/25
at 10:00 AM an interview was conducted with the Director of Nursing (DON). During the interview the DON
was notified of the observations made by the surveyor and stated all nurses on the health care unit were
supposed to use the walk away feature in the electronic charting system. She stated it was a button located
at the top of the Medication Administration Record that would hide the screen if the nurses walked away from
the medication cart. She stated at all times residents' privacy and personal information should be protected
by using the walk away feature on the computer screens. On 12/30/25 at 11:54 AM an interview was
conducted with the Administrator. During the interview he stated he would expect nursing staff to follow
facility protocol and to keep all resident information confidential.
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