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F 0583 Keep residents' personal and medical records private and confidential.

Level of Harm - Minimal harm Based on facility policy review, medical record review, observation, and interviews, the facility failed

or potential for actual harm to ensure resident health information remained private and confidential for 1 resident (Resident #5) of
5 residents observed during medication administration, which had the potential to allow unauthorized

Residents Affected - Few individuals access to the residents' private health information.The findings include: Review of the

facility's policy dated, 4/14/2004, titled, HIPAA [Health Insurance Portability and Accountability Act]
Privacy Plan, revealed .The Health Insurance Portability and Accountability Act of 1996 (HIPAA)
establishes regulations for the use and disclosure of Protected Health Information (PHI) .will inform
and educate all employees with access to PHI .about its various privacy policies and procedures .will
establish .appropriate safeguards to prevent PHI from intentionally or unintentionally being used or
disclosed . Review of the medical record revealed Resident #5 was admitted to facility on 4/24/2026
with diagnoses including Encounter for Surgical Aftercare following Surgery on the Circulatory
System, Presence of Cardiac Pacemaker, and Type 2 Diabetes Mellitus with Hyperglycemia. During an
observation on 5/4/2026 at 5:13 PM, on the 50's hall revealed the medication cart was left unattended
with Resident #5's PHI displayed on the screen. During an interview on 5/4/2026 at 5:16 PM, on the
50's hall Registered Nurse (RN) A stated she left the medication cart to enter a resident's room and
left the computer screen unlocked which revealed Resident #5's PHI. RN A confirmed Resident #5's
PHI was not protected and was available for the public to view. During an interview on 5/6/2026 at
3:50 PM, the Administrator stated it was her expectation for the computer screen to be locked when
left unattended in the hallway. The Administrator confirmed Resident #5's PHI was not protected
when RN A failed to lock her computer screen and left the medication cart unattended.

Any deficiency statement ending with an asterisk (*) denotes a deficiency which the institution may be excused from correcting providing it is determined that other
safeguards provide sufficient protection to the patients. (See instructions.) Except for nursing homes, the findings stated above are disclosable 90 days following the
date of survey whether or not a plan of correction is provided. For nursing homes, the above findings and plans of correction are disclosable 14 days following the date
these documents are made available to the facility. If deficiencies are cited, an approved plan of correction is requisite to continued program participation.
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