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F 0583 Keep residents' personal and medical records private and confidential.
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F 0583 **NOTE- TERMS IN BRACKETS HAVE BEEN EDITED TO PROTECT CONFIDENTIALITY** Based on
observation, interview, and record review, the facility failed to ensure the resident's right to personal privacy
Level of Harm - Minimal harm or and confidentiality of his or her personal and medical records for 10 (Residents #1, #2, #3, #4, #5, #6, #7, #8,

potential for actual harm #9, and #10) of 13 residents reviewed for privacy and confidentiality. 1. The facility failed to ensure the care
plan for Residents #1, #2, #5 and #6 was not left in the public survey binder in the lobby of the facility. 2. The
Residents Affected - Some facility failed to ensure the PIR that contained the SSN and PHI of Residents #3 and #4 was not left in the

public survey binder in the lobby of the facility. 3. The facility failed to ensure that the Resident Identifier
sheet and corresponding survey containing PHI of Residents #7, #8, #9, and #10 were not left in the public
survey binder in the lobby of the facility. These failures could place the residents at risk of their medical
information being exposed to unauthorized individuals.Findings included: Record review of Resident #1's
Face Sheet, dated 12/31/2025, reflected a [AGE] year old female, admitted on [DATE]. The resident was
diagnosed with dementia (a decline in mental ability affecting memory, thinking, language and judgement)
and schizoaffective disorder, unspecified (delusions and disorganized thinking). Record review of Resident
#2's Face Sheet, dated 12/31/2025, reflected a [AGE] year old female admitted on [DATE]. The resident was
diagnosed with acute respiratory failure with hypoxia (when the lungs cannot get enough oxygen), acute
kidney failure (sudden loss of kidney function), and atrial fibrillation (rapid, irregular heartbeat), Record
review of Resident #3's Face Sheet, dated 12/31/2025, reflected a [AGE] year old female admitted on
[DATE]. The resident was diagnosed with cerebral palsy (permanent brain damage causing movement,
muscle control, posture and balance). Record review of Resident #4's Face Sheet, dated 12/31/2025,
reflected a [AGE] year old female admitted on [DATE]. The resident was diagnosed with systemic Lupus
Erythematosus (an autoimmune disease where the immune system attacks itself). Record review of
Resident #5's Face Sheet, dated 12/31/2025, reflected a [AGE] year old male admitted on [DATE]. The
resident was diagnosed with diffuse traumatic brain injury with loss of consciousness greater than 24 hours
without returning to pre-existing conscious level with patient surviving sequela (extensive brain disruption
with lasting deficits), and heart failure. Record review of Resident #6's Face Sheet, dated 12/31/2025,
reflected a [AGE] year old male admitted on [DATE]. The resident was diagnosed with unspecified injury at
unspecified level of cervical spinal cord subsequent encounter (spinal cord injury of unknown origin and
location). Record review of Resident #7's Face Sheet, dated 12/31/2025, reflected a [AGE] year old male
admitted on [DATE]. The resident was diagnosed with autistic disorder (developmental condition affecting
communication, social interactions, and behaviors). Record review of Resident #8's Face Sheet, dated
12/31/2025, reflected a [AGE] year old male admitted on [DATE]. The resident was diagnosed with anoxic
brain injury (brain injury caused by a lack of oxygen). Record review of Resident #9's Face Sheet, dated
12/31/2025, reflected a [AGE] year old male admitted on [DATE]. The resident was diagnosed with
quadriplegia (paralysis of all four limbs). Record review of Resident #10's Face Sheet, dated 12/31/2025,
reflected a [AGE] year old female admitted on [DATE]. The resident was diagnosed with Type 2 diabetes
mellitus with diabetic neuropathy (high blood sugar that has caused nerve damage). Observation on
12/31/2025 at 10:00 a.m. of the public survey binder in the foyer of the facility revealed care plans for
Residents #1, #2, #5 and #6 including PHI such as SSN, health diagnoses and treatments they were
receiving. This observation further revealed the PIR dated 7/2025 submitted by the facility which showed PHI
of Residents #3 and #4 including their names, SSN, Medicaid and Medicare numbers as well as health
diagnoses. This binder also included a resident identifier sheet with a list of resident names and numbered
identifiers as well as the survey for that identifier sheet with PHI in the survey. During an interview with the
administrator on 12/31/2025 at 10:25 a.m., she stated the survey binders were kept in the lobby for anyone
who was interested to see what tags were written at the facility and the facility's accepted plan of correction.
She stated the only thing that should have been in the binder was the tag and plan of correction. She stated
a resident's care plan should not have been in the binder as that was protected health information with
diagnoses, treatment and other personal information that should not have been readily available to the
public. She stated that the PIR should also not have been in the binder as it contained PHI. She stated that it
was her and all staff's responsibility to ensure that PHI was protected from any unauthorized people. She

stated she did not know who placed the care plans, PIR, and resident identifier sheets in the binder but those
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