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Paradigm at First Colony 4710 Lexington Blvd
Missouri City, TX 77459

F 0583

Level of Harm - Potential for 
minimal harm

Residents Affected - Many

Keep residents' personal and medical records private and confidential.

37059

Based on observation, interview and record review, the facility failed to ensure the residents' rights to privacy 
for 7 (#1, #2, #3, #4, #5, #6, #7) of 10 residents reviewed for personal privacy. 

The facility failed to ensure CMA A locked the computer screen, displaying the names of 7 residents, while 
CMA A was in a resident's room administering medication. 

This failure could allow residents' protected HIPAA information to be shared with individuals who did not 
have a need or right to know.

The findings included:

An observation 11/19/24 at 10:10 a.m. revealed an open laptop on the nurse's cart on Unit C. The screen 
displayed the full name and room number of 7 residents on the C unit. CMA A was in a resident's room 
providing administering medication. The cart was outside the door of the room CMA A was in. A 
housekeeping staff was next to the cart and in direct sight access of the laptop and screen.

During an interview 11/19/24 at 10:12 a.m., CMA A stated she was supposed to lock the screen when away 
from the computer. She stated it was a HIPAA violation to leave the screen open, unattended, with resident 
information displayed. She said she had been trained to lock the laptop screen, but she forgot before she 
administered medication to a resident. She said resident information could be viewed by others who did not 
have authorization. 

During an interview with the RN A 11/19/24 at 1:12 p.m., said CMA A should lock the computer when not 
using it, because resident information could be seen, and it was a HIPAA violation. She said this was a 
privacy issue for residents. She said during orientation all staff are trained on resident rights and how to keep 
medical information confidential. 

Record review of the facility policy, revised April 2024, titled Resident Rights revealed the following in part:

 .The facility staff will safeguard the privacy of the resident's protected health information from improper use 
and disclosure .

Record review of the facility policy, revised 6/1/2019, titled Minimum Necessary Standard - HIPAA Manual 
revealed the following in part:

(continued on next page)
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 .The facility staff should be mindful not to divulge clinical information such as diagnoses or other personal 
information in .halls .facility staff will keep medical records secure and confidential .
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Post nurse staffing information every day.

37059

Based on observations, interviews and record review, the facility failed to ensure that the daily staffing was 
posted and readily accessible for review for 1 of 1 facility reviewed for required postings.

-The facility failed to post the daily nursing staffing information 11/14/24 - 11/19/24.

This failure could affect residents, facility visitors, vendors, and emergency personnel by placing them at risk 
of not having access to information regarding daily nursing staffing in a timely manner.

Findings Included:

Observation on 11/19/24 at 9:09 a.m., during entrance revealed the nursing staffing information was posted 
at the receptionist desk dated 11/13/24. 

Interview on 11/19/24 at 9:24 a.m., with the Staffing Coordinator, she said she was responsible for posting 
the daily nursing staff information at the front desk. She said she forgot to update it for the past few days. 
She said the information was posted to let the public and others know the staffing on each shift and the 
census. 

Interview on 11/19/24 at 5:34 p.m., the Administrator said the staffing coordinator was responsible for posting 
the daily staffing information. The Administrator said the daily nursing staffing was supposed to be posted at 
the front of the facility each day.

Interview on 9/10/2024 at 1:15 p.m., the Administrator said the facility did not have a staffing posting policy.
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