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F 0583 Keep residents' personal and medical records private and confidential.

Level of Harm - Minimal harm 38793
or potential for actual harm
Based on staff interview and record review, the facility did not ensure confidentiality of medical records for 2
Residents Affected - Few residents (R) (R4 and R5) of 5 sampled residents.

Registered Nurse (RN)-D requested a copy of RN-D's personnel file after RN-D's last day of employment on
10/30/23. The information provided to RN-D contained protected health information (PHI) from R4 and R5's
medical records.

Findings include:

The facility's Release of Medical Records policy, revised 6/1/23, indicates medical records will be released
with a valid request and in accordance with state and federal laws .authority to access or release records is
only granted by the resident or the resident's legal representative. The policy indicates the following have
access rights to medical information: the resident (current), resident's family, facility personnel (current),
other healthcare agencies caring for the resident, surveying agencies, outside government agencies (with
authorization), the Ombudsman, insurance companies, lawyers, law enforcement agencies, and news media
(with authorization).

On 12/28/24, Surveyor reviewed RN-D's personnel file which indicated RN-D's last day of employment was
10/30/24. RN-D's personnel file included:

~ Five pages of a fall report for R4, dated 10/25/24. The report contained R4's age, room number, physician,
diagnoses list, description of fall event, plan of care, vital signs, and treatment orders.

~ One page of a Treatment Administration Record (TAR) for R5, dated May 2023. The TAR contained R5's
wound and behavior orders, diet orders, diagnoses, room number, physician, and date of birth.

On 12/18/24 at 12:23 PM, Surveyor interviewed Nursing Home Administrator (NHA)-A regarding RN-D's
personnel file. NHA-A verified RN-D requested a copy of RN-D's personnel file. NHA-A indicated R4's fall
report was likely included in RN-D's file (and submitted to an outside government agency) due to a
workman's compensation claim. NHA-A was not sure why or how R5's TAR was included in RN-D's file.
When Surveyor asked if resident/representative permission was required to release R4 and R5's records to
RN-D (or other outside agencies) as part of RN-D's file, NHA-A stated NHA-A was not sure of NHA-A's
responsibilities. NHA-A verified R4 and R5 (or their representatives) were not informed of or asked about
released medical records to a former employee or outside government agency.
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