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F 0583 Keep residents' personal and medical records private and confidential.

Level of Harm - Minimal harm Based on record reviews and interviews, the facility failed to ensure residents had the right to

or potential for actual harm personal privacy and confidentiality of his or her personal and medical records for 4 (Residents #1, #2,
#3, and #4) of 10 residents reviewed for personal privacy.The facility failed to protect the personal

Residents Affected - Some information of Residents #1, # 2, #3, and #4, by placing their personal information such as their name,

date of birth , social security number, Medicare number, Medicaid number, address, and phone
numbers for contacts in the Elopement Binder by the facility's front door. This failure could place
residents at risk of identity theft and loss of private information. Findings included:Observation on
03/16/26 at 8:35 AM revealed a yellow notebook on a table located by the front door of the facility
labeled Elopement Binder. Included in the notebook were the policy and procedures for elopement
management. The notebook also included four admission Records for residents of the facility that had
been deemed as having elopement potential. Review of the admission Record for each resident
included their name, date of birth , social security number, Medicare number, Medicaid number,
address, and phone numbers for contacts. In an interview on 03/16/26 at 3:57 PM the DON stated
residents in the Elopement Binder had been determined to have the potential to leave the facility
without notice. The binder was located at each nurse's station as well as the front door so it could be
easily located in the event of an elopement. The DON stated resident personal information was
protected information with restricted access as prescribed by HIPAA regulations. She stated personal
information should not be left lying around where anyone could access it. The DON stated the ADON
was responsible for maintaining the binder, and she was unaware that each resident's admission
Record was included in the binder. The DON stated the risk of personal information being exposed to
someone without authorization could be identity theft of the resident. She did not recall the last time
staff were in-serviced on HIPAA regulations. In an interview and observation on 03/06/26 at 4:00 PM
the ADON stated she had not initiated the Elopement Binder; it was in place when she assumed the
role and she simply maintained what had been established in the past. She stated the binder located
by the front door should not have had the residents' personal information included, only the binders
located at the nurses' station. She stated the risk of a resident's personal information being taken by
an unauthorized person could be identity theft committed to the resident. She removed the information
from the binder immediately. In an interview on 03/16/26 at 4:10 PM the Administrator stated resident
personal information was restricted to a limited number of people in the facility. The business office,
the social worker, and other members of the Interdisciplinary Team would be the only staff who would
need access to that information. She stated resident information should not be left lying around so
that anyone could access it. The Administrator stated she was unaware the binder by the front door
contained resident identifying information. She stated the risk of that information being exposed to
unauthorized people could be identity theft. Record review of the facility's policy Safeguarding and
Storing of Protecting Health Information, revised December 2025, revealed in part: It is the facility's
policy to implement reasonable and appropriate measures to protect and maintain the safety and
confidentiality of the resident's identifiable information and to safeguard against destruction or
unauthorized release of information and records.
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